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System Versions

The program runs from SAP_BASIS Version 700, with and without Unicode. It has been developed
in Version 700.

Copyright © 2009-2017 SY-TABIX GmbH - All rights reserved.
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No part of this document may be reproduced or transmitted without permission of the author or of
the distributor.

The information contained in the following pages is provided without warranty of any kind. It is
subject to change without prior notice. Any data serve information purposes only.
Neither the author nor the distributor are liable for any errors or omissions of the documentation.
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top flow SE16XXL Permissions

Using the TableWizard Table & Field Permissions, you may define which users
can access which tables, and which fields for a given table. This makes the top flow
SE16XXL interesting for the more security conscious companies as well.

The SE16XXL Table & Field Permissions are best reached by means of transaction
ITFTO/XXL_SETTINGS:

System Help

& aldBICae  CRE OhL0 BEI@

top flow SE16XXL - Settings
i ‘ TCodes etc.

= &1 top flow SE16XXL
= 21 Settings

2 Global Settings
122 Record Level Authorizations
{0 Table & Field Permissions
&% Script Authorizations
17 Server File Paths
2 E-Mail Addresses

1) Restrictions f. Function Codes m
ow
122 User Exits '_ﬂ_J

=~ {31 Special Authorizations
¥ Processing Types
2 Relevant Tables/Views
=~ S Scripts
2 Script Catalog
& Script Tables
= 24 Script Statistics
2 Settings
& List Script Statistics L
= &1 Background
&2 Overview of Background Jobs
= 1 Jumps
2 Transaction Call Parameter IDs
~ & Additional Texts
2 Specal Texts - Definitions
= S Tite Templates

\ d17

1[«]0v]

E1jD]

The authorization to use the program is based on a set of SAP roles which provide the
user with more or less administration rights.

These roles are actually empty. Only the assignment to the user is checked. This
assignment can be carried out with the standard transaction PFCG.

Instead of the roles, authorization objects /TFTO/XGLB or /TFTO/XCUS may be
assigned (refer to Transaction Codes, Roles and Authorization Objects).

In the following page a list of the involved roles will be given.
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SAP Authorization Roles needed to use the program

SAP Authorization Role Description

Global maintenance of all kinds of

ITFTO/XXL_GLOB_MAINT SE16XXL settings

Maintenance of all kind of Table

ITFTO/XXL_CUSTOM_MAINT : .
- - & Field permissions

Maintenance of access roles and

ITEFTO/XXL_CUSTOM_MAINT_ROLES : .
- - - their permissions

ITFTO/XXL_CUSTOM_MAINT_USERS Maintenance of user permissions

Maintenance of access role

ITETO/XXL_CUSTOM_MAINT_ASSGN :
- - - assignments to users

Global display of all kinds of

ITFTO/XXL_GLOB_DISPL SEL6XXL seftings

Display of all kinds of Table &

ITFTO/XXL_CUSTOM_DISPL : -
- - Field permissions

The first two roles give the user all necessary rights to maintain the permissions.

The following three give only partial rights and can be used to implement a “four-
eyes principle”, i.e. the administration of permissions is carried out by more than one
person, each person having limited administration rights.

The last two roles are just for viewing the permissions. Any kind of maintenance role
automatically enables to display all permissions.
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Global setting

The permission functionality is delivered in a deactivated state. It can be activated by
calling transaction /TFTO/XXL_SETTINGS (global settings):

=2 S top flow SE1BxHL
= 7 Settings

@ Record Level Authorizations

& Table & Field Perrmissions
f2 Script Authaorizations I!:l:lf’DW|
reeti ELOALER

f Server File Paths

top flow SE16XXL - Global Settings
it

KT flow.

SE16XFL - Glohal Settings

|4? Change settings

Tahle and Field Permissions

¥ deactivated TOPFLOWY - 25.02.2012-11:09:31

| Authorizations for Scripts

Press|ﬁ? Change settings |and ﬂwen|“? activate

Table and Field Permissions

¥ deactivated |W activate TOPFLOVY- 25.02.2012 - 11:09:31

Tahle and Field Permissions

o activated |3§ deactivate | TOPFLOWY - 26022012 - 11:14:57

Save changes

Don’t forget to save the settings by pressing =] | when you are

finished.

The activation should be best performed when all permissions have been defined.
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Permission Logic

Before describing the program itself, it makes sense to briefly discuss the underlying
permission logic.

Originally, the permissions were completely independent of the SAP authorizations.
But many companies, especially larger ones, have an integrated authorization concept
in which the SE16XXL permissions in their original form did not quite fit.

For this reason, a new way of defining the permissions has been implemented, which
allows to assign SE16XXL access roles to SAP authorization roles. Once the access
roles have been defined using the present program, they can be assigned to users
indirectly by means of the associated SAP roles, just as any other kind of SAP
authorization.

The two permission logics, the original one and the new one associated with SAP
roles, may be used concurrently, but this probably only makes sense in a transitional
period during which the original logic is being phased out.

IMPORTANT: in the following documentation the Tables Wizard access roles will
be called either “access roles” or just “roles” (elementary and
complex), whereas the SAP authorization roles will be referred to
as “SAP roles”.
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Original Permission Logic

Tables and fields

You can define permissions at three levels:

1)  Pseudo user "*" (which means "all users");

2)  Access roles, which act as abstract users; (these roles don’t have anything to do
with the standard SAP authorization roles)

3) Individual users.
Each level has two types of permissions, explicit and global (or generic):

- An explicit permission describes which fields of a particular database table are
allowed to be accessed.

- A global permission specifies (either by name or by authorization group) a
series of database tables that are allowed to be accessed.

When a user calls up the top flow SE16XXL for a particular database table, the
following logic is applied:

1)  Does the user have an explicit permission for this table?
If yes, the explicit permission is taken, and the user can access the allowed
fields.
If not, the search goes on.

2)  Does the user have a global permission which covers the current table?
If yes, all fields of the table are allowed.
If not, the search goes on (this is implied in the following steps).

3)  If the user has no permission for the current table, the access roles assigned to
the user are inspected. Each access role can have the same kind of permission
as a user. Since the permissions of the access roles can possibly overlap, the
best permission of all is taken. This means that if a given role only allows
certain fields of the table, and another role allows all of them, the latter "wins",
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4) If neither the user himself, nor his assigned access roles have any permission
for the table, then the pseudo user "*" (all users) is taken into account. It also
can have permissions like a user. If it has any for the current table, it is taken.

5)  If none of the above criteria have been satisfied, the user is not allowed to
access the table, and he gets the message "Sorry, you are not authorized".

This can be visualized by means of a table. The check begins with A — if the user has
an explicit permission — and proceeds with B, C, D etc., until a definite result has
been obtained.

If more than one role is assigned to the user, the ones that allow all fields are
considered first. If no such roles exists, because each role only allows some of the
fields, then all allowed fields are merged together to form the permission of the user.

Level Explicit Permission Global Permission
User A B
Roles of the user C D
* (all users) E F

To sum the logic up, you define at "all users" level those permissions which all users
should have. Then, if you deem it necessary, you can define individual access roles
with added permissions, to be assigned selectively to certain users. The permissions
of the access roles either enhance or supersede those of "all users".

Finally you can give still more permissions to individual users, adding new
permissions or superseding those of the assigned access roles and/or "all users".

Important: you only define which tables are allowed, not which are forbidden.
Forbidden are those that are not allowed.
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Views

Views are not considered as separate entities. They inherit the permissions of the
database tables from which they are derived.

Forbidden data elements

The above described logic shows how the allowed fields of a table are determined.
This could already be sufficient.

But in order to add greater flexibility, permissions at data element level may also be
defined. They are used to restrict the fields which can be accessed.

Of course only those fields that are associated to a data element.

Data element permissions are global permissions, stating by name which data
elements are forbidden (or allowed). They are also defined at the three levels:

Pseudo user "*" (all users);
Access roles;
Individual users.

Only the logic is a bit different here.
At the level "all users", the forbidden data elements are defined.

At the other two levels, these forbidden elements can be re-allowed, either at role or
user level (or both). So you can globally define that certain data elements are
forbidden, and then allow them just for a limited number of users.

To return to our permission logic, once the allowed fields have been determined, their
data elements are compared with the forbidden ones, and if such are found, the
associated fields are also considered as "not allowed".
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New Permission Logic

In this case, only access roles with their permissions — explicit and/or global — are
defined. To each access role an SAP role is associated as an attribute. When the SAP
role is assigned by means of transaction PFCG (or SUO01) to a user, all access roles
associated with the SAP role are indirectly assigned to the user.

The pseudo user “*” (all users) is not strictly necessary in this situation, unless you
wish to define “forbidden data elements”.

Temporary permissions

The indirect assignment of access roles through an SAP role enables to restrict the
assignment to a specific time period, because this is a standard feature of transaction
PFCG:

Fole £_TW_PERMISSION_1

Description Example for an SAP role for Table Wizard permissions

(% Description | @ Menu | @ Adthorizations @ User | MiniApps | &g Personalization |

Iﬂ |EI Lser comparisan |
|: User ID User name P 0 . |E|
| TOPFLOW TOPFLOMW ( 20,02 2012 30.04 2012 |E|
|: — =
|

Four-eyes principle

The indirect assignment of roles is also ideal for dividing the maintenance activities
upon various persons: one administrator defines the SE16XXL access roles, another
one assigns SAP roles to the end users.

We will now describe how the permissions can be configured by means of a brief
tutorial. We will start with the more simple scenarios and proceed to the more
complicated ones.
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Tutorial # 1 — define (elementary) access roles

The definition of access roles is the most important part of the permission logic.
If you wish to implement the new logic with SAP roles, you need access roles —
otherwise access roles are not mandatory, but still highly recommendable.

following selection screen will appear:

Program Edit Goto Info System Help

& 2 dH @@ SHE SO0 BRE @
top flow SE16XXL Table/Field Permissions - version 3.34
2
KX flow
Selection
() Single User

® Permissions and Roles

Allowed fields for table/view
() Users

Permissions

Assigned roles

i® Access roles E

) Complex roles

() SAP roles

also display non-assigned SAP roles

) Expicit tables

Action

|&e Display | Iz Maintain

| 4.7

NOTE: if the global setting is deactivated, the following block will also be visible:

Global Setting
The global setting is deactivated - permissions without effect

Choose “Access roles” and press |< Mantain | to get a list of the roles already
defined. The first time the list will by empty:
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1B e DRHE HDhoan @ @

SE16XXL - Maintain Role Permmissions
B BER &FF| "= BT K& 0

% Access role Description SAP role Changed on At By
Ohject I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By

List contains no data

D]

Pl
W

The first access role you wish to create is the one that allows everything, a kind of
SAPALL role. You decide to call it ":ALL_TABLES" (roles must begin with a ":").

Press and define the access role:

Access role a1l _tables
Description allowws all database tables
SAF rale Z_TW_BLL_TRBLES

| %

The SAP role is only necessary if you intend to implement the new logic. Otherwise
the field can be left empty. The list changes accordingly:

TH e DHE ODhan EHE @B
SE16XXL - Maintain Role Penmissions
2 B EBER &F F|"T BT WM& D@ R | B R

A Access role Description SAP role Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
B :ALL_TABLES o ¢ allows a1l database tables Z_TW_ALL_TABLES 04.03.2012 12:34:28 TOPFLOW u
[+]
[~]
|@ OK- role definition created J 7

SE16XXL — Table & Field Permissions Page 12 of 57




SE16XXL — Table & Field Permissions m flow

The access role is now defined but still “empty”. It is necessary to define the global
permission that allows all database tables. To achieve this, click on the B icon at the
right of the access role name. On the ensuing popup, choose “Database tables”:

Create a new permission

Access rale SALL_TRBLES
. explicit table

U Authorization groups

@ Database tahles * @tn

_'Restrictions
allowed D.Elems

2

Enter “*” (to denote all tables) and press ¥ to complete the definition.
The list is updated correspondingly:

Role Goto  Settings

TH e EHEB HDhon @ =
SE16XXL - Maintain Role Permissions
2 B ELR &% F|"T| BT M4 | & D|E| DRl | & Roe

&% Access role Description S5AP role Changed on AL By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
= :ALL_TABLES :é» & allows all database tables Z_TW_ALL_TABLES 04.03. 2012 12:34:28 TOPFLOW
(1 [ cteTavles Gy # @ MW 04.03.2012 12:35:00 TOPFLOW

|@ OK- permission created WV

A role that allows everything is necessary for the IT department, but you also need
more specific roles for other departments, such as Sales or Planning.

So we proceed by defining an access role — named :SALES - for the Sales
Department. The definition itself is carried out as already described above. Since
most sales relevant tables have authorization group VA, we assign this auth. group to
the role. To do this, we click on the E icon as we have already done, but choose
“Authorization groups” and enter VA this time:
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Create a new permission

Access role (SALES
_'explicit table
@ Autharization groups T @ ta

_'Database tables
I 'Restrictions
_'allowed D.Elermns

v %

Our list of access roles now looks like this:

15 e CHEB &DO8H @ =
SE16XXL - Maintain Role Permissions
28 BRI AFF/ "= BT K4 » | & 0O|E| DR | B Rl

£y Access role Description S4P role Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More _.. Changed on At By

© _ALL_TABLES & [@

| allows all database tables Z_TW_ALL_TABLES 04.03.2012 12:34:28 TOPFLOW
(] [ DB Tables &e m

04.03.2012 12:35:00 TOPFLOW

& :S5ALES

[ database tables for the Sales Department Z_TW_SALES 04.03.2012 12:39:29 TOPFLOW
(1 32 Auth.Groups &

@ M| v 04.03.2012 12:39:49 TOPFLOW

oo

We would like to take a look at the list of selected tables to make sure all sales
relevant tables have been taken into account. Such a list is easily produced by

clicking on the @ icon at the right of the “Auth.Groups” line:

492 Tables selected by authorization group
& T F | HET M4

Table Name Type C1.D0. AuthGr Description

YBREWE TRANSP K Wh Revenue Recognition: Control Lines

YBREWR TRANSP X WA Revenue Recognition: Reference Document Lines
YBRL TRANSP X WA Sales Document: Invoice List

YBRP TRANSP X WA Bi11ing Document: Item Data

YESE TRANSP X WA Collective Processing for a Sales Document Header
WREN TRAWNEP W W Channe etatne relatinn tn erhedolinn anreemant =

While inspecting the list of selected tables, we notice that VBRK (invoice header) is
missing from the list. Indeed VBRK belongs to authorization group MA — use
standard transaction SE54 to determine the authorization group of a given table:
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Generate Table Maintenance Dialog: Initial Table/View Screen

Edit Tablenriew | Edit Function Group

Edit Wiew Cluster

Edit Wiew Wariant

Tablafview VERK =)

Edit Takilefiew

() ABAP Dictionary fil

() Generated Objects | T

) Authaorization Groups
@ Assign Authoriz, Group

|c§’f Display || Create/Change |

In order to also cover this database table, we add a corresponding permission by
name:

@ 1 IH @G@e DHB BnoD

58 @@

SE16XXL - Maintain Role Penmmissions
2 B ER &F VT B BT

M 4 » o | & 0O E| D rRte | T Roe

&y Access role
Object

Description

SAP role

[/E Field 1 Field 2 Field 3 Field 4 Field 5 More ...

Changed on At By
Changed on At By

| E CALL_TABLES & [&
1 [ DB Tables &p

allows all database tables
%

Z_TW_ALL_TABLES

04.083.2012 12:34:28 TOFFLOW
04.03.2012 12:35:00 TOPFLOW

= (SALES

(] % Emh_ﬁrﬁps%
1 DB Tables &p

RS (DR

Mmoo
b1 veRk

database tables Tor the Sales Department Z_TW_SALES

04.03.2012 12.39:29 TOFFLOW
04.83.2012 12:39:49 TOPFLOW
04.03.2012 12:41:15 TOPFLOW

| I 10

[

F@ QK- permission created

“a
"

Now we can press the button and thus save our work — if we forget, the program

will remind us when we try to leave it.

Conclusion: we have defined two (elementary) access roles, one covering all
database tables for the IT department, the other one allowing only sales relevant

database tables for the Sales department.

In the next tutorials we will first assign these roles to users directly and then —
through their associated SAP roles — indirectly.
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Tutorial # 2 — assign access roles to users (directly)

In order to assign access roles directly to users, call the Table & Field Permissions
again and choose “Users” and “Assigned roles”:

Selection
) Single User
® Permissions and Roles
2 Alloweed fields for tabledview

@ Users

(_'Permissions

As an alternative you may switch to this list without leaving the program by choosing
Goto = Users & assigned roles. Both ways, the list of users and assigned roles
appears — empty at first:

CE@ DRE DO
SE16XXL - Maintain User Role Assignments
20 BRI &F T EE BT WD

EE &

%% User Personal name Group Type Changed on At By
Access role Description SAP role Changed on At By

List contains no data

B
[+]
| d 7

In order to assign an access role to a user, the user himself must be defined first. This
definition is only necessary when assigning roles directly, because the program needs
to know which users are considered from the point of view of the SE16XXL
permissions. As we will see later on, no such definition is necessary when the
assignment is performed indirectly by means of SAP roles.

We press the icon on the application toolbar to define a user:
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tooriov  [o

v %

After entering the logon user and pressing , we obtain the following:

<4 llser Personal name Group Type Changed on At By
|User type
= TUP@H T - | @. &y TOPFLOW SUPER A TTmaTom U4 .93 2012 12:45:32 TOPFLOW L
[2]
[+]

OK - user definition created

Notice the two icons at the right of the user:

L4 signifies that this is a real SAP user (you can create non-existent users
using the “copy” function);

& signifies that the user is also defined as SE16XXL Permissions user.

We are now ready to assign an access role to the user. A new role assignment is
created with a click on the E* icon of the user line:
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The value help (F4) provides a list of the available access roles:

Flease choose an access role
Role Short text
IP.LL_THBLES Allows all database tables
(BALES datahase tabhles for the Sales Department
F H %

Just as an example we choose :SALES - the list changes accordingly:

JTH e DHE oo HE @&
SE16XXL - Maintain User Role Assignments
7o B R &S =S W] D] & @D User

& User Personal name Group Type Changed on At By
Access role Description SAP role Changed on At By
= TOPFLOW o P E &y TOPFLOW SUPER A Dialog 04.083.2012 12:45:32 TOPFLOW
] :SALES ol database tables for the Sales Department Z_TW_SALES 04.03.2012 12:47:01 TOPFLOW
(2]
[~]
| OK- role :SALES assigned to user TOPFLOW d 2

As you may imagine, it is possible to assign any number of access roles to a user.

NOTE: the present example is based on the assumption that the administrator is
authorized to define users and to assign access roles to them. If these authorizations
belong to different persons, the one authorized to carry out the assignments will have
to wait until the users have been defined by the other one.

We will now describe the indirect assignment of access roles.
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Tutorial # 3 — assign access roles to users (indirectly)

The best way to perform such an assignment is by calling the Table & Field
Permissions and choosing SAP roles:

I Access roles

) Complex rales

@gAProles

[ ]also display non-assigned SAP roles

The standard list only takes into account SAP roles associated with SE16XXL roles.

also display non-assigned SAP roles

To select all SAP roles, also check the option.

In our example the list looks like this:

10 eee DHE DDAD Q®

SE16XXL - Maintain SAP Role Assighments
2B BERA&FF BT RT K| Dseoe | B

2% SAP role Description Changed on At By
Access role Description Changed on At By

= Z_TW_ALL_TABLES £ Table Wizard - Permission for all database tables 04.03.2012 12:50:09 TOPFLOW
1 CALL_TABLES c%r- allows all database tables 26.02.2012 16:57:44 TOPFLOW

= Z_TW_SALES P Table Wizard - all database tables relevant for Sales 84.03. 2012 12:44:15 TOPFLOW
| :SALES C‘:T’ database ‘tah\\fnr the Sales Department 2682 2812 16:58:06 TOPFLOW
| Call transaction PFCG for [~

d 7
the SAP role -

It shows each SAP role and the associated SE16XXL access roles. Associate further
access roles by clicking on the E icon at the right of each SAP role.

In this tutorial we are interested in performing an indirect assignment of access roles
to users. This is achieved by assigning one or more users to an SAP role, thereby
assigning to these users all access roles associated with the SAP role. By clicking on
the  icon at the right of the SAP role we call standard transaction PFCG (you need
the corresponding authorization):
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Eole Edit Goto Utilities System  Help
& 240 ea BEE DO BE @ m
Change Roles
"2 B Other role | n§+| H
g
Raole Z_TW_SBLES ==
Description Tahle Wizard - all database tables relevant for Sales
Y Description | @ Menu k @ Authorizations | @ User | MiniApps h &l Personalization |
@| {ﬁy Selection | |ﬁ lUser comparison |
|__UseHD User name Frorm to : Eﬁ
| TOPFLOW TOPFLOYY 25 .82 . 2012 (31.12.99499 D Till
| [ 2]
| <1 [~]
[aJ[e]l B[ «][+]
| 4 4

After pressing El, we exit from PFCG. The following message informs us that the
assignment has been carried out for real:

Infarmatiarn

v @

To see the indirect assignment, we call up the list of users and roles by means of
menu function Goto = Users & assigned roles:

@ 1 IH Cee BHR DDLOD I HE @F
SE16XXL - Maintain User Role Assignments
2 B0 BRI &FF EE RAT «r D D user

2 User Personal name Group Type Changed on At By
Access role Description SAP role Changed on At By
= TOFFLOW B [ <y TOPFLOW SUPER A Dialog
‘GALES 8\”;' database tables for the Sales Department Z_TW_SALES
¥ |IAJ|
| Indirect assignment 7
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Notice that the list is slightly different from the one we have seen in tutorial # 2.

- Firstly, no < icon is at the right of the user, which means that the user has not
been defined as SE16XXL permission user (we assume that tutorial # 2 has not
taken place).

- Secondly, the access role is marked with an & icon, signalizing that the
assignment has been carried out indirectly.

- Thirdly, the colors are different.

Another way to assign an SAP role to a user is standard transaction SUQ1, which may
also be called from the list of Users & assigned roles by using menu function
User = Display SAP user (SU01).

Userpnames Edit Goto  [nformation  Environment  Swstermn Help

V] 2 dH @@ AR atoan BE @

Maintain User

%2 (&3 Licence Data || & References

ser TOPFLOW
Last Changed TOPFLOW 25.02.2012 19:16:12 Status  Rewvised

Address L Logon data h Defaults h Farameters ~ Roles k Profiles k Groups h.

Reference User for Additional Rights

[ ] Role Type [valid From  [valid To Marne
|_J @ [Z_TW_SALES B [25.02.2012 (31 .12.9999 Table YWizard - all datahasD
|| [4]
|| [~]
[][o]| I [«][+]

&
A
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Tutorial # 4 — define a complex role

A complex role is for access roles what the composite role is for SAP roles, i.e. a
collection of elementary access roles which can all be assigned together. A complex
role does not have any permissions itself — the elementary access roles contained in
the complex role do.

To define a complex role, we call the program and choose “Complex roles”:

I Access roles

i@ Complexroles | B2

=}a=11lt

H¢caee CHRER ODOHD HAE
SE16XXL - Maintain Complex Roles
7 o BIE| & T == G Wm0

to  Settings

% Complex role Description SAP role Changed on At By
Access role Description SAP role Changed on At By

List contains no data

d||

e
\:\‘u |l

We press 10 to define a new complex role (the name must begin with “::”):

Complex rale definition
Cormplex role ;prod_mat
Description Materials & Production
SAF role Z_TW_PROD_MAT
X
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The list is updated accordingly:

@l 1.0 0@ DHE DNAD @IE @B g

SE16XXL - Maintain Complex Roles
2 B BEER A&AF F|"EE| BT 44 » | O E| T compexre | @ complexroe

£y Complex role Description SAP role Changed on At By
Access role Description SAP role Changed on At By
= PROD_MAT uf‘l» ¢ Materials & Production Z_TW_PROD_MAT 04.03.2012 12:56:45 TOPFLOW
[4]
[~]
E@ OK - complex role definition created <] /f

Now we assign two elementary access roles to our newly created complex role. A
click on the B icon is all that is needed:

Raole assignment

Complex rale . PROD_MAT

Access role "MATERIALS

2

We repeat the operation for access role :PRODUCTION. The result is as follows:

0 eee DHE ANND DE @@

SE16XXL - Maintain Complex Roles
2 BIEBER &FF "BE AT K4 OE| O cwmpemoe | & compexrmle

&y Complex role Description SAP role Changed on At By
Access role Description SAF role Changed on At By
& ::PROD_MAT & & Materials & Production Z_TW_PROD_MAT 04.03.2012 12:56:45 TOPFLOW
[ i :MATERIALS database tables regarding materials 04.03.2012 12:57:35 TOPFLOW
| :PRODUCTION database table regarding production orders 04.03.2012 12:57:41 TOPFLOW o
-

Instead of assigning the two elementary roles to a user, you can assign the complex
role. Just as for elementary roles, this assignment can be direct or indirect through the

associated SAP role.
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Tutorial # 5 — define an explicit permission for a table

Up to now we have defined permissions for all fields of the database tables involved.
This was because we addressed the tables either by name or by authorization group.
But — as we already mentioned at the beginning — it is possible to define permissions
at field level — i.e. for specific fields of a database table, and not for the table as a
whole. A typical example is table MBEW, in which the fields VERPR and STPRS
seem to be most sensitive.

We start by defining a new role called :EXPLICIT.

g GH Qe DRI f
SE16XXL - Maintain Role Permissions
28 BEIAY T %= AT W& O 6 DRl | @ Rl

<y Mccess role
Objec

Description SAP role

—
Changed on At By H
& CEXPLICIT :eb E & explicit permissions Z_TW_EXPLICIT 04.03.2012 13:00:18 TOPFLOW
(4]
[~]

As usual we click on [ to define a new permission:

v %

This time we choose “explicit table”. The following list of the table fields appears:
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List Edit Goto Seftings System
& T AH o ECRHE Do HE @
Detail of table fields
EE &F F A Hd4rM
[]
dccess role | Tahle E‘
Field Key Pos. Type Len. Data elem. Description
(EAPLICIT FEEW g The selected fields are NOT allowed
: R a1l lable fields
[ JMANDT ¥ @Ea1 CLMT 3 MANDT Client
[ TMATHR % BOE2 CHAR 18 MATHR Material Mumber
[ |BUKEY % B3 CHAR 4 BUWEEY Waluation area
[ JEWTAR % ©DoO4 CHAR 168 BWTAER_D Yaluation Type
[]LYORM ARRs CHAR 1 LVOBA Deletion flag for all material data of a valuation type
[ JLEKUM BERGE OUAN 13 LBEURM Total waluated stock
[ ]58LES pRay CURR 13 SALE3 Walue of total waluated stock
[ JYPRSY QREE CHAR 1 WPREY Price Control Indicator
[]VERPR paEa CURR 11 VERPR Moving Average PricefPeriodic Unit Price
[ ]STPRS pE1E CURR 11 STPRS Standard Price
[ JPEIMH pE11 DEC F PEINH Frice Unit E'
[~]
| 4.7

We want to be particularly restrictive in this case, so we switch definition mode by
clicking on the £ icon:

List Edit Goto System

Help

Detail of table fields

E R &F F @ Hd4rmH

[]
dccess role | Tahle E‘
Field Key Fos. Type Len. Data elem. Description
(EXPLICIT MBEW @3 The selected fields are allowed
18 pean . : ' a1l table fields :
[v] MANDT % Qo1 CLMT 3 MANDT Client
(V| HETHR % 0Ee2 CHAR 18 MATHR Material Mumber
[v] BUKEY % BEE3 CHAR 4 BWKEY YWaluation area
[w]BUTAR % 0oo4 CHAR 10 BWTAR_D YWaluation Type
[v] LYORH QRS CHAR 1 LWOBA Deletion flag for all material data of a waluation type
[v] LEKLUM poes QUAW 13 LEBEUR Total waluated stock
[w]SnLKa aRay CURR 13 SALE3 Yalue of total waluated stock
[v] VPRSY AEES CHAR 1 WPRSY Frice Control Indicator
(] YERPR pREa CURR 11 WERPR Moving Awerage PricefPeriodic Unit Price
W] STPRS pofn CURR 11 STPRS Standard Price
[w]PEIMH pe11 DEC 5 PEINH Frice Unit E‘
[~]
| 4.7

After pressing the & button we select only those fields which we consider “safe”:
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List Edit Golo Setings Systerm Heln
Detail of table fields
EE &F F BB K 4» M
[]
dccess role | Tahle E‘
Field Key Pos. Type Len. Data elem. Description
(EXPLICIT MEEW $3 The selected fields are allowed
_JE [EEa ) : all table fields
[v] MANDT % @eEt CLWT 3 MANDT Client
[v] MLTHR % DOg2 CHAR 18 MATHR Haterial Mumber
[v] BUKEY % 0OD3 CHAR 4 BUWEEY YWaluation area
[¥] EWTAR % 0og4 CHAR 10 BWTAR_D Yaluation Type
[v] LYORM aREs CHAR 1 LVOBA Deletion flag for all material data of a valuation type
[ JLEKUM fERG OUsN 13 LBEUH Total waluated stock
[ ]58LES aRay CURR 13 SALE3 Walue of total waluated stock
[w] YPRSY Qe CHAR 1 WPRSY Price Control Indicator
[]VERPR aEa CURR 11 VERPR Moving Average PricefPeriodic Unit Price
[ ]STPRS pE1R GURR 11 STPRS Standard Price
[w]PEIMH pE11 DEC 5 PEINH Price Unit E'
[~]
| 4.7

ySie

Qe DHEE NNND OF @B

SE16XXL - Maintain Role Permissions
P BER &Y FIEE BT K4rn| & DO E| DRt | T Roe

£y Access role Description S4P role Changed on At By
Dhject I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
&= EXPLICIT @ @ & explicit permissions Z_TW_EXPLICIT B4.03.2012 13:04:39 TOPFLOW
1 E MBEW G & . MANDT HMATNR BWKEY EWTAR LYORM 04.83.2012 13.05:07 TOPFLOW
&
[+]
l W,

From now on all users to whom the access role is assigned (either directly or
indirectly) will only see the allowed fields of table MBEW.

IMPORTANT: if two roles are assigned to a user, one allowing only some fields of
a table, the other allowing all fields, the role allowing all fields “wins”. Therefore
care should be taken that tables with explicit permissions are not also available as a
whole (all fields) in other roles. In our example MBEW should only be addressed in
one role.
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Tutorial # 6 — define forbidden data elements

Up to now, only tables and their fields have been discussed. But, as already
mentioned at the beginning, it is also possible to define particular data elements
which are forbidden, independently of the database table being considered.

In the present tutorial we will demonstrate how this definition is carried out.

We call Table & Field Permissions and choose “Single User” and “Permissions and
Roles” — as user we enter “*” (this is a conventional name for “all users”):

Selection
@ Single User * @
@ Permissions and Roles
L Alloweed fields for tablet e

User “*” is predefined and therefore does not need to be defined explicitly:

1A @@ OHE HDo0D HE @
SE16XXL - Maintain Single User Permissions
2| B BER &% BT & B Enres | I User

Permissions of pseudo user * (all users)
£ Pseudo user Description Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
= * E',, Pseudo user "all users" .
(4]
— ]
(<]l I [<][*]
| 1/

After clicking on E at the right of the name, we choose “forbidden D.Elems”:

Create g new permission

Lzer
L rexplicit table

_'Authorization groups
' Database tables
_'Restrictions

@ farbidden D.Elems stprs @
®
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By means of the multiple selection button () more data elements can be entered.
The result is:

HEE @@

SE16XXL - Maintain Single User Pemmissions
7| B ERIA&F|EBT| | B Enes | LI User

Permissions of pseudo user * (a1l users)
2 Pseudo user Description Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
EINE Pseudo user "all users”

] o forbidden D.Elems & 2 (@) [§ STPRS WERPR  WMSTP  YMVER 04.03.2012 13:10:15 TOPFLOW o
i _C
LDl I I[<I[»]
!@OK-permissloncraaied d 4

From now on, all database table fields associated with the forbidden data elements
will not be visible to SE16XXL users.

Although some data elements have now been forbidden, it is still possible to allow
them for particular access roles and/or users. To show how this is done we will
enhance the previously defined role :ALL_TABLES by choosing “allowed
D.Elems”:

Create a new permission

Access role CALL_TRELES
I explicit table

I UAutharization groups
_'Restrictions

@ gllowed D.Elems * @
®

The access role now presents itself as follows:

&4 fccess role Description SAP role Changed on &L By
Object I[/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on Bt By
= ALL_THELES D%’ £ allows a1l database tables Z_TW_ALL_TABLES 04.03.2012 13:11:42 TOPFLOW
] o allowed D.Elems g 7 Bl GSTPRS  WERPR  ¥MSTP  VHYER 04.03.2012 13:11:55 TOPFLOW
] Iﬁ DB Tables & P B 04032012 13:12:08 TOPFLOW

These six tutorials should be sufficient to give you an idea of how the program
works. We will now take a closer look at the various lists and functions of the tool.

| SE16XXL — Table & Field Permissions Page 28 of 57




SE16XXL — Table & Field Permissions m flow

General remarks

The program offers a series of lists each depicting a particular view of the
permissions situation. Throughout these lists, icons are used to denote characteristics
or functions. The most frequently used icons are listed below:

Icon Meaning

Explicit permission for a table and its fields

Global permission — database table names

Global permission — authorization groups

Global permission — restrictions

Forbidden (or allowed) data elements

Selected items allowed

Selected items excluded

Forbidden data elements

Display item in detail

Where used (X-ref)

List of tables (or data elements) selected by the permission

Change item

Add new permission or assignment

Delete selected entries

Detailed list of the allowed fields of a table for a given user

Define a new user or access role

Delete a user or access role definition

Existing SAP logon user

User not defined in SAP

User defined in SE16XXL Permissions

Access role

Complex role

Indirect assignment of a role through an SAP role

Field allowed

OE RS @ < |> || |=205EEESs NS S e ke E

Field not allowed

All operations carried out in the program — except the ones performed externally
using transactions PFCG or SUO1 - do not take effect until you save your work by
pressing the =l button on the system function bar.

We will now begin with the description of the Table & Field Permission tool.
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Selection Screen

Program Edit Goto Info System Help

& ald B @@ DHE DL BRI @m

top flow SE16XXL Table/Field Permissions - version 3.34
jil

K3 flow

Selection
@ Single User

® Permissions and Roles

) Allowed fields for table/view
) Users

) Permissions

0 Assigned roles
) Access roles

() Complex roles

() SAP roles
[ also display non-assigned SAP roles

) Explicit tables

Action

X Display | [z Maintain

| 4z

If the associated global setting is deactivated, the following block will also be visible
to warn you about the situation:

Glohal Setting
The glohal setting is deactivated - permissions without effect

This is just a warning — the maintenance of permissions is possible in any case.

Regardless of the button you press to start, either %2 Display | o

& LENIETL , you can switch from maintenance to display mode (and vice
versa) any time you wish by pressing the button on the application toolbar.
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Single User — Permissions and Roles

Select this option for an overview of the permission situation of a particular user.
The ensuing block list displays all related information. More ...

Single User — Allowed fields for table / view

This option is useful to get an overview of the permission situation of a particular
user in regard to a single database table or view. The resulting list shows if the user
has any permission at all, and if yes, how it is configured. More ...

Users — Permissions

Check this option to obtain a list of users and their directly associated permissions.
This option is not relevant if you implement the new logic with SAP roles. More ...

Users — Assigned roles

This option produces a list of users and their assigned access roles, both elementary
and complex. Roles indirectly assigned through an SAP role are also shown.

More ...

Access roles

Select this option to obtain a list of elementary access roles and their associated
permissions. This is the list you will probably use most often. More ...

Complex roles

This option produces a list of complex roles and their associated elementary roles.
More ...

SAP roles

This option is only relevant if you wish to implement the new permission logic based
on SAP roles. It shows selected SAP authorization roles together with the associated
access roles. More ...

Explicit tables

Use this option to get an overview of all database tables that have an explicit
permission. More ...

| SE16XXL — Table & Field Permissions Page 31 of 57




SE16XXL — Table & Field Permissions m flow

Single User — Permissions and Roles

A typical block list showing the permissions of a user might look like this:

@ " 10 COe DHE Dhon OF O

SE16XXL - Maintain Single User Permissions
2 BEERE &% A T & @ roie X Roe | [ Enties | I User
4]
Permissions of user TOPFLOW E
X User Personal name Group Type Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
&= TOPFLOW & EP E. & TOPFLOW SUPER £ Dialog 26.02.2012 12:43:27 TOPFLOW
1 [ DB Tables & &2 @ m e T T2* 26.02.2012 12:50:53 TOPFLOW
Assigned complex roles and their elementary roles
4% Complex role Description SAP role Changed on At By
Access role Description SAP role Changed on At By
& ::PROD_MAT & £ Materials & Production 26.02.2012 12:46:31 TOPFLOW
“MATERIALS database tables regarding materials 26.02.2012 07:32:57 TOPFLOW
:PRODUCTION database table regarding production orders 26.02.2012 07:33:05 TOPFLOW
Assigned elementary access roles and their permissions
(The roles with @ are assigned indirectly through a complex role)
4 Access role Description SAP role Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
&= EXPLICIT :e» [ & explicit permission for MBEW 26.02.2012 12:46:31 TOPFLOW
] meEw & P ¥ MANDT  MATMR  BWKEY BWTAR LVWORM .. 26.02.2012 08:08:08 TOPFLOW
& MATERIALS & &7 database tables regarding materials 26.02.2012 12:46:31 TOPFLOW
[f3 DB Tables &p B MA++ MAK® 26.02.2012 07:21:50 TOPFLOW
= :PRODUCTION @ ¢ database table regarding production orders 26.02.2012 12:46:31 TOPFLOW
@ DB Tables &y &2 B AF++ KA++ PL++ 26.02.2012 07:27:02 TOPFLOW
&= :SALES [k 7 database tables for the Sales Department 26.02.2012 12:46:31 TOPFLOW
Buth Groups &y &2 i va 25.02.2012 16:29:42 TOPFLOW
DB Tables &y & L[] vBRK 25.02.2012 16:56:25 TOPFLOW
Permissions of pseudo user * (all users)
€y Pseudo user Description Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
= Pseudo user “"all users”

o forbidden D.Elems & & @ m STPRS VERPR  ¥HSTP  VWMVER 26.02.2012 08:59:48 TOPFLOW L
.
(L <[+
l 47

Four blocks are visible:
1)  the definition of the user and the directly assigned permissions;
2)  alist of assigned complex roles, if any;

3) alist of assigned elementary roles — possibly assigned by means of complex
roles;

4)  the permissions of pseudo user “*” (all users).
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&Y flow

The above example implies the direct assignment of permissions and roles.
An implementation involving SAP roles would present a slightly different picture:

B A Cae QRR Oha8n @ @

SE16XXL - Maintain Single User Permissions
2| B BER &Y 3B T &| @ Roel % Roe | B Enties || 7 User

[+]
Permissions of user TOPFLOW éﬂ
2% User Personal name Group Type Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
& TOPFLOW B [E ¢ TOPFLOW SUPER & Dialog
Assigned complex roles and their elementary roles
(The complex roles with § are assigned indirectly through an SAP role)
£ Complex role Description SAP role Changed on At By
Access role Description SAP role Changed on At By
= PROD_MAT £ o # Materials & Production Z_TW_PROD_MAT 26.02.2012 16:58:00 TOPFLOW
:MATERIALS database tables regarding materials 26.02.2012 07:32:57 TOPFLOW
:PRODUCTION database table regarding production orders 26.02.2012 07:33:05 TOPFLOW
Assigned elementary access roles and their permissions
(The roles with @ are assigned indirectly through an SAP role)
(The roles with @ and SQ are assigned through a complex role which is assigned via an SAP role
£ Access role Description SAP role Changed on At By
Object I/E Field 1 Field 2 Field 2 Field 4 Field 5 More ... Changed on At By
&= GEXPLICIT g :Eo & explicit permissions Z_TW_EXPLICIT 26.02.2012 16:57:50 TOPFLOW
E KNA1 & 7 . MANDT KUNNR LAND1 NAME1 NAME2 26.02.2012 13:20:36 TOPFLOW
= MATERIALS @ &i’ [@.  database tables regarding materials 26.92.2012 12:46:31 TOPFLOW
[ OB Tables & 2 B Hies HE++ MaK* 26.02.2012 13:16:04 TOPFLOW
&= :PRODUCTION & B [ & database table regarding production orders 26.082.2012 12:46:31 TOPFLOW
lﬁ DB Tables &y &2 Bl AF++ KA++ PL++ 26.02.2012 07:27:02 TOPFLOW
= :SALES ﬁ 4 database tables for the Sales Department Z_TW_SALES 26.02.2012 16:58:06 TOPFLOW
Auth.Groups & & B va 25.02.2012 16:29:42 TOPFLOW
DB Tables & &2 B VERK 25.02.2012 16:56:25 TOPFLOW
G :T_TABLES 2 & Some tables starting with T Z_TW_T_TABLES 04.03.2012 13:39:53 TOPFLOW
IE DB Tables &y &7 1 To+s Ti++ T2++ 26.02.2012 13:18:43 TOPFLOW
Permissions of pseudo user * (all users)
£ Pseudo user Description Changed on At By
Object I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
[ca Pseudo user "all users®
0 forbidden D.Elems & 27 @ m STPRS WERPR  ¥MSTP  WMVER 26.02.2012 08:59:48 TOPFLOW
gD [ [ains

&

NOTE: when using SAP roles, the actual assignment is carried out by means of
transaction PFCG (or SUQ1). As a consequence, the assignment functions available

in the present list — like ‘@ Role ang (¥ Role | _ 56 jrrelevant and should not be used.

The above described overview is useful to get an idea of the permissions of a single
user. But it would be difficult to deduce from it exactly which database tables are

allowed for the user in question.

To this end the menu function Functions = List all allowed tables is available.

In our example, it produces the following list:
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List Edit Settinas  System  Help

2 A CEa LHE DDoo EE @
688 database tables allowed for user TOPFLOW
EF F| ABT K44 » | &2

Eoto

Table Name PTy. Lev. Type £1.0. AuthGr Description il
KAPA g =B TRANSF X CA  Shift Parameters for Available Capacity

KAPE & =B TRANSP X CA  Capacity unit of measure allocation o
kAPS P = TRANSP X KC  CO Period Locks |
KAZY g = TRANSP X CA  Interval of fvailable Capacity

KNan = TRANSP X Y&  General Data in Customer Master

KNEX @ g TRANSF i WA Customer Master: Legal Control - Sanctioned Party List

KNMT o = TRANSP b YA  Customer-Material Info Record Data Tahle

KNMTK e = TRANSP 1 YA  Customer-Material Info Record Header Tahle

KN D = TRAMSP X VA Customer Master Loading Points

oo

| 4

Table KNA1 is a good example of what happens when a table is addressed by more
than one role. It has an explicit permission in role :EXPLICIT, but also a global
permission in role :SALES (through authorization group VA). As already stated, the
widest permission is taken.

Use the I=2l button to get a detailed picture of the situation:

List Edit Goto Seftings System  Help
2dH Cee DHE D008 HE @
Display allowed fields for user TOPFLOW and table KNA1
DB F|EET| K4 M
Tahle KNA&1 - authorization aroup WA El
(The roles with g are assighed indirectly through an SAP role) E‘
Table Mame|Field Wame|TOPFLOW|:EXPLICIT|:SALES| a1l users [T
= B
i
B 4]
KA1 HANDT [+) [+
KW KUNNR [+ ()
WA LAND1 [+ [+]
AUEY MAMEA [+ ()
KW NAMEZ [+ [+
kWA ORTE1 [+ [+]
KW PSTLZ [+ (=]
KB REGLO [ () (<]
[+]
| 1

The green fields are allowed.
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Navigation

It is possible to navigate from one list to another. This is useful to get a better picture
of the current permissions situation. In our example of user TOPFLOW, you may
navigate to the definition of complex role ::PROD_MAT by just clicking on the
name. The same applies to the elementary roles.

Even more interesting are the “where used” lists, which can be reached by clicking on
the corresponding & icon.

If for example you do this for access role :PRODUCTION, you will get the following
list, showing both the assigned users and the associated complex role(s):

(]} 3 dH e DHE DDhon BE @6
SE16XXL - Maintain Role and its Users

(5 =3 o R = ARt =) M [ I — T
& | B LD | (ST || )| (Il W] | k| I Roig

J[4J[]

Users to whom elementary role :PRODUCTION is assigned

Sy Access role Description SAP role Changed on At By
User Personal name Group Type Changed on At By

&= :PRODUCTION E, & database table regarding production orders 26.02.2012 12.46:31 TOPFLOW
TOPFLOW @ 8 TOPFLOW SUPER & Dialog

Complex roles (with users) that contain elementary role PRODUCTION

<y Complex role Description SAP role Changed on At By
User Personal name Group Type Changed on At By
= ::PROD_MAT @ & Materials & Production Z_TW_PROD_MAT 26.02.2012 13:00:08 TOPFLOW
TOPFLOW &  TOPFLOW SUPER & Dialog >
L
E3]E3] J[«][»]
| 4 7

Another possibility is to make use of the Goto menu functions:

Goto  Settings  Systerm  Help

Table cross-reference [}
. Users & permissions a
o _ I
lzers & assigned roles
Access roles 0|
complex roles
T SAProles
| Explicittables L
L|
Back F3 |
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Single User — Allowed fields for table / view

This function is also available in most lists ( button). It provides you with a

detailed list of the fields of the table in question — showing which are allowed and
which are not, and why.
We will make an example with user TOPFLOW and table MBEW:

List Edit Goto

Settings

ystern  Help

B AE O BHEBE o EE @@

Maintain allowed fields for user TOPFLOW and table MBEW

2 | B ¥ 8RN

b M | D Role

Table MBEW - authorization group M4
(The roles with g are assigned indirectly through an SAP role)
Table Name|Field Mame|TOPFLOW|:MATERIALS| a1l users|Data element|all users
O O
g .
] 1]
MBEW MANDT [#] MANDT
HMEEW MATHNR (= HMATHR
MBEW BWKEY x BWKEY
MEBEW EWTAR x EWTAR_D
MBEW LYORM [*) LYOBA
MBEW LEKUM [x] LBKUM
MBEW SALK3 [x] SALK3
MBEW YPRSY [x) YPRSY
MBEW YERPR [x YERFR =
MBEW STPRS (x STPRS =
MBEW PEINH [x PEIMH
MEBEW BKLAS [* BKLAS
MBEW SALKY (# SALKY

I[«][»]

|

Ay
N

The fields in red are not allowed.

A similar list can also be produced for a view (only in display mode):

List Edit Goto

Settin

yStern

Help

A H e DHE DDhon BE @m

Display allowed fields for user TOPFLOW and view J_1AMBEW

B F| EBT W rn
[a]
Yiew Wame|Wiew Field|Table Name|Field Mame|TOFFLOW| ‘MATERIALS|all users|Data element|all users L=
J_1AMBEW [MANDT MBEW MANDT O] MANDT -
J_1AMBEW [MATNR MBEW MATHR O] MATNR
J_TAMBEW |BWKEY MEEW BWKEY (%) BWKEY
J_TAMBEW |BWTAR MEEW EWTAR (%) BWTAR_D
J_TAMBEW |LVORM MEEW LWORM Q LYOBA
J_TAMBEW |LEBKUM MBEW LEKUM (%) LEKLA
J_TAMBEW |SALK3 MEEW SALKZ = GALKS
J_T1AMBEW |WPRSY MEEW WPRSY Q WPRSY
J_1AMBEW |VERPR MEEW YERFR (%) YERFR =
J_1AMBEW |STPRS MEEW STPRS (%) GTPRS =
J_TAMBEW |PEINH MEEW FEINH (%) FEINH
J_TAMBEW |BKLAS MBEW BKLAS (%) BRKLAS
J_TAMBEW |SALKY MEEW SALKY Q GALEY

ra
Nl
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Users — Permissions

A list of the defined users and their permissions might look like the following:

| 10 e DHERBR DDOD @ &
SE16XXL - Maintain User Penmissions
vl Y &?$||Eiq'“3ﬁ|lil » M | & | O | & Envies | @ user

2 lser Personal name Group Type Changed on At By bl
fObject IJE Field 1 Field 2 Field 3 Field 4 Fiald § More ... Changed on At Sy
= ¢ Pseudo user "all users”
] o forbidden D.Elems & & @ (@] sTPRS YERPR  VMSTP  WMVER 04.03.2012 13:43:37 TOPFLOW

&= DEVYELOPER & P E, & Reference User Development GUEST A Dialog 84.03.2012 13:43:43 TOPFLOW

| Auth . Groups & &P | es 65 5C 84.03.2012 13:44:37 TOPFLOW
] DB Tables & & m 04.083.2012 13:44:50 TOPFLOW
@ TOFFLOYW o BP & TOPFLOW SUPER A Dialog 04.03.2012 13:45:03 TOPFLOW
(1 o allowed D.Elems & & B STPRS 04.03.2012 13:45:14 TOPFLOW
[1 38 Auth.Groups & P Bl ca cL 04.03.2012 13:45:37 TOPFLOW
[1 [ oDB Tables & &P Ma++ ny* YB++ 04.03.2012 13:46:13 TOPFLOW
O B Tvex & & KALSM  KAPPL  KSCHL  KALSU  KALLI ... 04.03.2012 13:47:49 TOPFLOW
(] O3 Tvap & & @ FAKSP  SHELL  ERLRE 04.03.2012 13:48:16 TOPFLOW

DL

=

This list only shows the permissions assigned directly to users. Permissions that are
derived from assigned access roles are not displayed here.

IMPORTANT: If you are implementing the permission logic based on SAP roles
this list should contain at most the pseudo user “*”’, which is predefined. No other
users should be visible.

Making a copy of a user

Before changing the permissions of a user it may be a good idea to make a copy in
order to be able to undo the changes if something goes wrong.

Use function |IJ Yser| to perform this operation. A non-existing user is best entered
as target:

Copy user

fram user TOFFLOW

to user TOPFLOW_COPY

2

The copy has the same permissions as the original user:
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= TORFLOW_COPY » i
m] allowed D.Elems
futh. Groups
DB Tables
ThWEE
TWEP

[ ]

£2220H
RWRHRR®

Copy of user TOPFLOW

K

STPRS
CA

Mo ++
KALSH
FAKSF

CL
M
KAFFL
SHELL

26.02.2012 15:

WE++
KSCHL KALSL KALLI
ERLRE

NOTE: not only the permissions of the original user but also the assigned access
roles, both elementary and complex, are copied. This does not apply to roles
indirectly assigned through SAP roles, because these assignments lie outside of the

responsibility of this tool.

Defining many users in one operation

It may sometimes be necessary to create a definition for many users. Doing this one
at a time can be cumbersome. But there is a faster way — menu function
Users = Create a def. for the users of a group:

Create a definition for the users of a user group

User group TS5

v %

From the ensuing list you may select the users to be defined:

FPlease selectthe users to he created

User User group Type|Full Mame
[JEATIPPS TSS & Erik Batipps
] pavISCH TS558 b Christopher Davis
C]LANGSTON TS558 b Jeffrey Langston
[|NIEDERDEST TSS A Linda Niederoest
[ WATKINSG TSS & Gary Watkins
CJWILLIAMS -RaM TS5 I Desiree Williams-Ramos

ZIENEN S

As already mentioned, this functionality is not needed if you implement the
permission logic based on SAP roles.
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Users — Assigned roles

This list is always important, because however you implement your permission logic,
you always get an overview of the involved users and their (directly or indirectly)
assigned access roles.

With directly assigned access roles the list might be similar to the following:

2100 Co@ DHE DDAD
SE16XXL - Maintain User Role Assignments
7B BR I&T® == @ ] 0] user

ERE @@

[a]
4 User Personal name Group Type Changed on At By E
Access role Description SEP role Changed on At By |
= DEVELOPER & EP & Reference User Development GUEST A Dialog 04.03.2012 13:55:05 TOPFLOW
] (EXPLICIT explicit permissions Z_TW_EXPLICIT B4.03.2012 13:55:05 TOPFLOW
1 :T_TABLES Some tables starting with T Z_TW_T_TABLES 04.03.2012 13:55:17 TOPFLOW
= TOPFLOW ¢ BP__[& & TOPFLOW SUPER & Dialog 04.03.2012 13.55:27 TOPFLOW
1 . :PROD_MAT Materials & Production Z_TW_PROD_MAT 04.03.2012 13:55:27 TOPFLOW
] ‘MATERIALY & database tables regarding materials
] :PRODUCTIO @ database table regarding production orders
1 :SALES database tables for the Sales Department  Z_TW_SALES 04.03.2012 13:55:33 TOPFLOW
4]
[+]
| 7,

Notice the elementary roles assigned by means of a complex role (&*).
The same list using SAP roles would look like this:

| 200 €EQ CHE ONaD DE @B

SE16XXL - Maintain User Role Assignments
7 B RE &% == BT MorD|E D use
=]
< User Fersonal name Broup Type Changed on At By z|
Access role Description SAP role Changed on At By
DEVELOPER - g Reference User Development GUEST 4 Dialog
= EXPLICIT 52 explicit permissions Z_TW_EXPLICIT
3 Some tables starting with T Z_TW_T_TABLES
TOPFLOW SUPER & Dialog
3_3: Materials & Production Z_TW_PROD_MAT
8 database tables regarding materials
= database table regarding production orders
5& database tables for the Sales Department  Z_TW_SALES -
=]
| d 7

Notice in this case that none of the assignments are selectable, because the
assignments are carried out externally to the program using transaction PFCG.
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Access roles

This is the most important list of the permission tool. If you implement the
permissions using SAP roles, you need to define access roles with the related
permissions. If you choose the original modus operandi instead, you might do
without access roles, but this is not advisable. So regardless of your implementation,
you will most certainly create a series of access roles with well defined permissions.

A typical list of access roles might have the following appearance:

@ 310 60 DHKE D0ND DF O =y
SE16XXL - Maintain Role Permissions
2 BIER AFF BE BT K| & DO E| DRl | & Roe

4]
&y Access role Description SAP role Changed on At By L= |
Object I7E Field 1 Field 2 Field 3 field 4 Field 5 More .\ . Changed on At By
& :ALL_TABLES n§> EF & allows all database tables Z_TW_ALL_TABLES, 26.02.2012 16:57:44 TOPFLOW
| o allowed D.Elems & »° (@) [ STPRE VERPR  VWHSTP VMY 26.02.2012 11:01:56 TOPFLOW
(] [ OB Tables & £ ® MW ¢ 25.82.2012 16:087:56 TOPFLOW
B GEXPLICIT e [ explicit permissions Z_TW_EXPLIGIT 26.02.2012 16:57:50 TOPFLOW
] E KNA1 & & B] MANDT  KUNNR  LAND1 NAHE1 NAME2 26.02.2012 13:20:36 TOPFLOW
& MATERIALS né» &7 database tables regarding materials 26.02.2012 12:46:31 TOPFLOW
(] [@E DB Tables & Z Bl e+ HB++  MAK® 26.02.2012 13:16:04 TOPFLOW
= PRODUCTION c%» EL & database table regarding production orders 26.02.2012 12:46:31 TOPFLOW
| EE DB Tables & & B AF++ Ka++ PL++ 26.02.2012 B87:27:02 TOPFLOW
&= :5ALES ¢# database tables for the Sales Department  Z_TW_SALES 26.02.2012 16:58:06 TOPFLOW
| Buth . Groups G & @ W 25.02.2012 16:29:42 TOPFLOW
1] DB Tables & & @ VERK 25.82.2012 16:56:25 TOPFLOW
B T TABLES o & Some tables starting with T Z_TW_T_TABELES 04.03.2012 13:59:04 TOPFLOW
] [ﬁ DB Tables & £ @ B To++ T1++ T2++ 64.03.2012 14:00:15 TOPFLOW
(4]
[~]
| J 7

The attribute “SAP role” is only necessary if you implement the new logic.

Since this list is probably the one used most often, we will take a closer look at the
available functions.

We will begin with the functions needed to create, change, copy and delete access
roles. Some functions are available as buttons on the application toolbar.
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Functions pertaining to access roles

Function Description
el Display assignments of a role (the icon is at the right of the role)
O Create a new access role definition
& Change an existing access role (icon at the right of the role)
Copy an existing role with its permissions.
[ Role The direct assignments to users are not copied.
The SAP role attribute of the original role is not copied.
O Role Delete an access role with all permissions and assignments
Role 2 Delete Menu function to delete many access roles in one operation
many roles

Adding permissions to an access role

Click on the B icon at the right of a role to add a new kind of permission to it.
The first time, when the role is brand new, the ensuing popup looks like the

following:

Create a new permission

Access role
@ explicit table

_Authorization groups
_Database tahles
_'Restrictions
_lallowed D.Elems

¥ %

'EXBMPLE

All kinds of permissions are available to be chosen.

Suppose you choose “Database tables”, i.e. you wish to select the tables by name:
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On the list the access role will now be followed by the new permission:

= EXAMPLE e [Eh 4 Example role
(1 [ DB Tables & &£ @ P EK*

If you now click on the & icon again, you will notice that “Database tables” is not
available anymore:

v

This is because this “kind” of permission has already been assigned. In order to add
new selection criteria to “Database tables”, you have to click on the ¢ icon on the

corresponding permission line. A matching popup will appear, allowing you to add
or change the criteria:

All kinds of permissions behave like this with the exception of explicit tables.
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Each explicitly defined table permission occupies a separate line on the list, showing
the first fields of the permission. To make a more complicated example, the
permissions associated with a given access role might look like the following:

= CEXAMPLE & [&

o allowed D.Elems
futh. Groups

&

Gy

% Sy
DB Tables g
Restrictions g

&

&

S

KN
KNYH
KA Y

Example role

I
LRRBRRR%
CECHIEE

STPRS
S

E*
ADR*
MANDT
MANDT
MANDT

W

EDI*

KUMME  LAND1 WAMET NAMEZ
HITYF  KUMMR  WEORG  WTWEG
KUMNRE  WEORG  WTWEG  SPART

The “Restrictions” are a special kind of global permission. They restrict the other two
kinds of global permissions, “DB Tables” and “Auth.Groups”.

Other useful functions

Function Description
G Display a global or explicit permission
@ List the database tables selected by a global permission
& Delete the selected permissions of one or more roles

NOTE: As in all lists of this tool you can navigate to other lists by using the Goto
menu functions. This way, if you have changed something, you can see possible
effects of your changes on the permission environment without having to save your

work.
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Complex roles

The list shows complex roles and their assigned elementary roles. A typical list might
have the following appearance:

Hel

q Cea CHR DDO0 BEE @@
SE16XXL - Maintain Complex Roles
‘?@l@l}|éﬁ?|ﬁﬁlaﬁ|l(i P M Dlm IEComplexrole|ﬁCDmplexmle

<4 Complex role Description §4P role Changed on At Ey L
Lccess role Description SAP role Changed on At By
& ::PROD_MAT & Materials & Production Z_TW_PROD_MAT B4.03.2012 14:03:33 TOPFLOW
L] ‘MATERIALS database tables regarding materials 04.03.2012 14:03:45 TOPFLOW
] :PRODUCTION database table regarding production orders 04.03.2012 14:03:50 TOPFLOW
&= ::SPECIAL a8 & special complex role 04.03.2012 14:02:28 TOPFLOW
] EXAMPLE Example role 04.93.2012 14:03:59 TOPFLOW
] SALES database tables for the Sales Department  Z_TW_SALES 04.03.2012 14:04:10 TOPFLOW
] . T_TABLES Some tables starting with T Z_TW_T_THBLES 04.02.2012 14:04:16 TOPFLOY

DL

Complex roles can be convenient to give a certain structure to the many elementary
roles you may have defined. But they are not absolutely necessary. Indeed many
companies do without them.

In fact there is no “right” way to define permissions. There are many different ways
to do it. For example, you might define elementary roles that exactly meet the needs
of each department. Or you can break these up into small portions, each containing
at most from five to ten database tables, and then group these together by means of
complex roles. Or you may use a mixture of both.

With the introduction of SAP roles, even more possibilities open up. It is possible to
associate the same SAP role to several access roles, or to have a one-to-one
correspondence between access roles and SAP roles. Instead of defining complex
roles with this tool, you may then group your associated SAP roles together into a
composite SAP role.

Personally, | would try to define relatively small and straightforward elementary roles
and then group them together by means of either complex roles or SAP roles which
would then be assigned to the users. But this is not necessarily the best solution to
your problems.
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Functions pertaining to complex roles

Function Description
Display user assignments of a complex role (the icon is at the
= right of the role)
[ Create a new complex role definition
& Change an existing complex role (icon at the right of the role)

|IE Caomplex rale ‘

Copy an existing complex role with its elementary role
assignments.

The direct assignments to users are not copied.

The SAP role attribute of the original role is not copied.

|ﬁ' Cormplex role |

Delete a complex role with all elementary role assignments.
The elementary roles themselves are not deleted.

Complex role 2
Delete many
complex roles

Menu function to delete many complex roles in one operation

Functions for adding or deleting elementary role assignments

Function Description
£ Add a new elementary role assignment to the complex role
(the icon is at the right of the complex role)
Delete selected role assignments of one or more complex roles

By clicking on the = icon to the right of a complex or elementary role you navigate
to a “Where used” list of the involved role.
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SAP roles

This new list has been added to give you a better overview of the SAP roles involved
In your permission implementation. Starting from this list, you can easily call
standard transaction PFCG to either create a new SAP role or change an existing one.
It is also a practical way to associate SAP roles to access roles, both elementary and
complex.

The list normally shows only those SAP roles that are associated to access roles.

If you wish to select also non-assigned SAP roles, check the following option on the
selection screen:

alsa display non-assigned SAF rales

A typical list of SAP roles might look like the following:

(V] 100 A SHE DDaD B @@ ==
SE16XXL - Maintain SAP Role Assignments
7B ER &FF|EE|ERT| WrH|Dseoe | &

[v]

42y SAP role Description Changed on At By ;
Access role Description Changed on At By
&= Z_TW_ALL_TABLES B 4 Table Wizard - Permission for all database tables 04.03.2012 12:50:09 TOPFLOW

(1  ALL_TABLES

<

allows all database tables

26.02.2012 16:57:44 TOPFLOW

] (EXPLICIT

= Z_TW_EXPLICIT

o

& Table Wizard -

sxplicit permissions

explicit permission

26.02.2012 16:57:50 TOPFLOW

04.03.2012 13:53:47 TOPFLOW

&3 2_TM_PROD_MAT

& Table Wizard -

Tables related to Materials and Production 04.083.2012 13:27:37 TOPFLOW

] . :PROD_NAT |:§» Materials & Production 26.02.2012 16:58:00 TOPFLOW

= Z_TW_SALES E. & Table Wizard - all database tables relevant for Sales 04.83.2012 12:51:57 TOPFLOW
] :SALES :ev database tables for the Sales Department 26 02.2012 16:58:06 TOPFLOW
| B Z_TW_SPECIAL E!. & Table Wizard - special role 04.03.2012 13:52.:56 TOPFLOW
] . BPECIAL special complex role 28.02.2012 18:55:37 TOPFLOW

] (EXAMPLE @ Example role 28.02.2012 18:55:46 TOPFLOW

= Z TW_T_TABLES E!. & Table Wizard - database tables starting with T 04.03.2012 13:53:47 TOPFLOW
D :T_TEELES I:e- Some tables starting with T 04.03.2012 14:06:03 TOPFLOW
=
1 4 7

Each SAP role is followed by the associated access roles, elementary and complex.
For the purpose of permissions, composite SAP roles are treated in the same way as
simple SAP roles.
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Functions for maintaining SAP roles

Function Description
Create a new SAP role with transaction PFCG

4

Change an existing SAP role with transaction PFCG

(the icon is at the right of the SAP role)

Once in PFCG, you can also assign the SAP role to users or
delete existing assignments.

NOTE: While most functions of the permission tool only change the definitions in a
virtual way (i.e. the changes must be saved to take effect), using transaction PFCG
means the changes are real — they are carried out directly on the database.

Functions for associating SAP roles to access roles

Function Description
& Assign the SAP role to an existing access role
(the icon is at the right of the SAP role)
Clear the SAP role attribute of the selected access roles

(this dissolves the association between access role and SAP role)

By clicking on the = icon to the right of a complex or elementary access role, you
navigate to a “Where used” list of the involved role.
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Explicit tables

This list is relevant only in case you have defined explicit permissions at field level.
It shows the database tables for which explicit permissions have been defined. Each
table is followed by the users and / or access roles which have the permission.

In case you base your implementation on SAP roles, the list should only contain
access roles and no users.

A typical list might have the following appearance:

10 CEe@ DHE Do BE @M@
SE16XXL - Maintain explicit Permissions
7 B ER &Y ¥ EE @T Wrn & O E

[2]
&y Table Name Type C1.D. AuthGr Description z|
User/Rale I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ... Changed on At By
= KN&1 TRANSP X ¥4 General Data in Customer Master
1 & & EXAMPLE BJ MANDT  KUNNR  LAND1  NAME1  NAMEZ ... 27.02.2012 19:33:44 TOPFLOW
(1 & & GEXPLICIT B] MANDT  KUNWR  LAND1 MAME1  NAMEZ 26.02.2012 13:20:36 TOPFLOW
(1 & ¢ TOPFLOW . EJ KUNNR  LAND1  NAME1 NAMEZ  ORTO1 04.83.2012 14:09:02 TOPFLOW
= KNVH TRANSP X ¥A  Customer Hierarchies
(1 & g2 EXANPLE |:.§o Bl MANDT  HITYP KUNNR  VKORG  VTWEG 27.82.2012 19:34:39 TOPFLOW
= KNVY TRANSP X VYA  Customer Master Sales Data
] & 2 CGEXAMPLE o2 | MANDT  KUNNR VKORG VTWEG SPART ... 27.62.2012 19:34:04 TOPFLOW il
[]
[ /7

Available functions

Function Description

= Create a new permission (use the button on the application
toolbar to create a permission for a table not yet on the list)

& Change an existing explicit permission

Delete selected permissions
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Function Description
[0 Copy an existing explicit permission
g Display an explicit permission
= Detailed list of the allowed fields of a table for a given user
e “Where used” list for a given access role

When creating a new permission (or copying an existing one), the list of fields is
output without the owner (user or access role):

Detail of table fields
EE| &F @& 14 v

MName of table | Usessli Tuie -
Field Key Pos. “ype Len. Data elem. Descriptiaon
MARA 9% The selected fields are NOT allowed
* [E[aleTS all table fields
I HANDT ¥ oooem Loan 3 MANDT Client
[ HMETHR ¥ 0002 CHAR To tian Material Number
[ JERSDA QEa3 DATS 8 ERSDA Creation date
[ JERMA&H QD@4 CHAR 12 ERNAM MName of Person who Created the Object
[ | LAEDA Qoos DATS 8 LAEDA Date of Last Change
[1aFNAM FAAAR RHAR 12 AFNAM Name nf nersnon whn chanoed nhiert

You must enter the name of a user or of an elementary access role.
Table cross-reference

Use the menu function Table = Table cross-reference to get a list of the access roles
and users which have any kind of permission for the involved table:

f users and roles with permissions for table EWNAT

lzer{Role PTy. Lew. Descriptiaon

CBLL_TABLES Aallows all database tables

(EXAMPLE g Example role

CEXPLICIT G BEplicit permissions

(SALES database tahles for the Sales Department
DEYELOPER gg = Feference User Development

TOPFLOW 52 TOPFLOW
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Forbidden Data Elements

As already seen in tutorial # 6, it is possible to define data elements that are forbidden
independently of the database table or view being considered.

Which data elements are forbidden is defined at the level of the pseudo user “*”
(that represents all users) — for specific users and / or access roles this prohibition can
be overridden by defining the allowed data elements.

If you make use of this functionality, it may be interesting to determine for a given
forbidden data element which users and / or roles have a special permission for it.
Data element cross-reference

You can find this information as follows:

In the permission list of the pseudo user ,,*“, click on the @ icon on the line
,forbidden D.Elems*:

Permissions of pseudo user * (all users)

<4 Pseudo user
Ohject

Description Chanoed on &t By

I/E Field 1 Field 2 Field 3 Field 4 Field 5 More ...

= * EF Pzeudo user "all users"

[] o forbidden D.Elems & (&) |[W] STPRS

YERPR  ¥MSTP  WHYER

As a result, the list of the forbidden data elements appears:

4 Data elements selected by name
BF F A8 T 4 4rM|B

Data element Type Lng. Dec. Domain Description

STPRS CURR 11 2 WERT11% Standard Price

YERPR CURR 11 2 WERT11Y Moving Average Price/Periodic Unit Price

WHMSTP CURR 11 2 WERT11Y Standard price in the previous period

YHYER CURR 11 2 WERT11Y Mowing Average Pricef/Periodic Unit Price in Prewious Period

In order to get the cross-reference list, set the cursor on a line and press the &/ button
on the application toolbar. The following list will appear:
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6 users and roles with pemmissions for data element STPRS

&% ¥ 0@T

* o (] Fseudo user "all users"

CBLL_TABLES o B allows all database ftables

EXAMPLE o @B Example role

"MATERIALS o B database tables regarding materials
DEYELOPER o & & Reference User Development

TOPFLOW ] @ 3 TOPFLOW

Notice that the users obtain the permission indirectly (&) through an SAP role.

When you double click on a user (or access role), you get a popup showing the
definition of the permission:

vix

If you double click on the “*” on the first line, you get the definition of the forbidden
data elements:

vix

Click on @ for more details.
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Download

The permission data are stored in the database. But it still makes sense to download a
copy of them now and then, as a preventive measure against accidental destruction.
Furthermore you can download the data on one system and upload them (selectively)
on another.

It is also advisable to download the permissions before making major changes, in
order to be able to return to the original settings if necessary.

IMPORTANT: In case your implementation is based on SAP roles, only access
roles and complex roles are relevant for you.

In the relevant user and role lists, use menu function List = Download data.
The function is available both in maintain and display mode.

The way the download function works depends on the list from which you call it:

- If you are in a user list, i.e. Users & Permissions or Users & Assigned roles,
then all information associated with the selected users is stored in the
download file, i.e. the permissions of the users, the associated roles (either
elementary or complex), the roles assigned to the complex roles, and the
permissions of all involved elementary roles. And of course the permissions of
the pseudo user "*".

- If you are in a role list, either Access roles or Complex Roles, then only the
permissions of the elementary roles, possibly the complex roles associated with
the elementary ones, and the roles associated with these etc. are stored in the
file. No user information is stored in this case.

This means that when you download roles, you only get role related data on the file,
whereas if you download users, you get all the data involved, i.e. also the roles.

Since it could be that not all defined roles are assigned to users, it is advisable to
perform two download operations, one with all users, and the other with all roles.
The role download should be performed in the Access roles selection in order to also
get those roles that are not associated with a complex one.
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Upload

The upload functionality can be used to transport permissions to another system or
another client or to restore corrupted or accidentally deleted permissions.

The menu function List = Upload data is only available in maintain mode.

Don't worry about calling this function since it does not overwrite existing data
without asking you. And even if you have accidentally overwritten some permissions
or assignments, all this is done in virtual memory first and only takes effect after you

press the save button ().

If you base your permissions on SAP roles, only access roles and complex roles
are of interest to you, since the user assignments are managed externally to this
program in transaction PFCG.

The effect of the function depends on the list from where you call it. While the
download function stores all related data into the file, the upload function only
creates or replaces the data of the list you are in, with the exception of roles, which
may be created if not existing.

IMPORTANT: administrators with limited authorizations may not be able to
perform all kinds of upload operations.

If you are in Users & Permissions, only users and their (explicit or global)
permissions are created or replaced.

In Users & Assigned roles the role assignments are created or replaced. If an
assigned role is missing, it is completely created. This also applies to complex roles,
I.e. if an assigned complex role does not exist, it is created, and if some of its
originally assigned roles do not exist, they are also completely created. So if you
download on one system, and upload on another that does not contain any permission
data yet, all information accessory to a user is created together with the user
definition itself.

In Access roles (these are elementary roles), the roles and their permissions are
created or replaced. No assignments to users or complex roles are created or replaced.

In Complex roles the complex roles are created or replaced. Assigned roles that do
not exist are completely created. Already existing ones are left unchanged. No
assignments to users are created or replaced.
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The following example will show you how it works.

Suppose you have downloaded the user definitions and then made some changes.
Afterwards you decide to restore the definitions to their original state. To achieve this
you execute the program selecting "Users & Permissions”. After calling the upload
function the following popup appears:

Upload user permissions

File created by TOPFLOW on 1@.01.2008 at 17:53:27 on system ER3 client 800

User Defn. (Expl. |Glob. |Personal name
E = E Pseudo user "all users"
[ |DEWELOPER . +* Reference User Development
] TOFFLOW = o = TOPFLOW
[ | TOPFLOW-2 | o# [y o Copy of user TOPFLOW

v EE HBE ahoalx

Defn.  describes the definition.
Expl. isrelated to the explicit table permissions.
Glob. describes the global permissions.

The meaning of the icons is as follows:

= The current values and the values on the file are identical.
* The current values and the values on the file differ.
v Only values on file exist.

No icon means that neither the user nor the file has such a permission.

To create or replace a user definition, just check the corresponding box and press
ENTER. In case the user already exists, a popup like the following will appear:

ATTEMTION

Lger TOPFLOWY is already defined.
Should the individual permissions be overaritten?

Overwite Do hot overwrite P Cancel
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Uploading in the "Users & Assigned roles" list works in a similar fashion:

Upload user role assignments

File created hy TOPFLOW on 10.81 2009 at 17:53:27¥ on system ER3 client 800

Uzer Defn. |Roles |Personal name

i | DEVELOPER = B Reference User Development
[ | TOPFLOW . += TOPFLOW
I TOPFLOW-2| o W Copy of user TOPFLOW

v BE HEB @008 %

When you upload an existing user, the following popup will ensue:

ATTEMTION

Llser TOPFLOWY is already defined.
Should the role assignments be ovenwtitten’?
(Missing roles will e created)

| Cennrite | Do not overwrite |R Cancel |

In a similar way you can upload elementary and complex roles.

If you use a file containing only roles to upload user definitions, the program issues
the following message:

@ File CATEMPUNIZARD _PERMISS_ROLES. THT does not cantain any user permission data |

If you select the wrong file altogether, you could get the following message:

Infarmatiarn
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In case you wish to transfer all permissions from one system to another you might
proceed as follows:

On the source system:
- download all users;
- download all roles if some roles are not assigned to users.

On the target system:

upload the elementary roles;

upload the complex roles, if any exist;

upload the user permissions;

upload the user role assignments.

In case you implement permissions based on SAP roles, only the access roles are
relevant for download and upload.

The user assignments have to be transferred from the source system to the target
system by using the SAP transport system (Menu function Role - Transport in
transaction PFCG).

In such a situation you may dispense with the download / upload functionality
altogether and also transfer the SE16XXL access roles by using a workbench
transport request. How permissions may be transported is discussed on the following

page.
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Transport

Instead of using download and upload you can also transport permissions from one
system to another.

The menu function is List = Transport data (only available in maintain mode).

If you base your permissions on SAP roles, only access roles and complex roles
are of interest to you, since the user assignments are managed externally to this
program in transaction PFCG.

The working of the function depends on the list from where you call it:

1)  Single Use list: the definition of the user together with the permissions and
role assignments are transported. The roles are not transported.

2)  Users = Permissions: the definitions of selected users are transported,
together with their permissions. Optionally, the role assignments are also
transported. The roles themselves, as in single user mode, are not transported.

3)  Users = Assigned roles: the other way around — the definitions and role
assignments are transported, the permissions are only optionally taken into
account.

4)  Access roles: only the role definitions and their permissions are transported.

5)  Complex roles: the definitions of the complex roles and their elementary role
assignments are transported. The elementary roles themselves are not
considered.

In the remaining lists the transport function is not available.

CAUTION: the transport functionality is not as flexible as download/upload. By
using the latter you can choose what should be “imported”. This possibility is not
available with a transport — in this case all data in the transport request are written to
the database, without exception. So it’s better not to transport any accessory data in
order to avoid overwriting existing entries.

R3TR TABU is used as transport object. The transport itself should be a workbench
request.
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